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2-1 PROTOCOL LAYERING
A word we hear all the time when we talk about the Internet is protocol.
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A protocol defines the rules that both the sender and receiver and all intermediate devices
need to follow to be able to communicate effectively.
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When communication is simple, we may need only one simple protocol;
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When the communication is complex, we need a protocol at each layer, or protocol layering.
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2.1.1 Scenarios
In the first scenario, communication is so simple that it can occur in only one layer.
A saa) g Ak aan O (S sy T g8 Juai¥ 5 Y1 sl
In the second, the communication between Maria and Ann takes place in three layers.
Gl S 8 sy Ol 5 bl ( daaal 5l 5 Al 3

* Modularity means independent layers. A layer (module) can be defined as a black box
with inputs and outputs, without concern about how inputs are changed to outputs. If two
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machines provide the same outputs when given the same inputs, they can replace each
other.

EOA aa gl Gsria e bobe Leb lediai (S (aay) kb olliay Alee il ey Al
i ant Lavie i) i o Slem 855 13) il sie ) A1 i o A4S Jsm G 5 a2l g
oandl Lpcany Jae Jad o (K Lgild ccdaadl)

* Protocol layering enables us to:
» Divide acomplex task into several smaller and simpler tasks.
ol 5 yraal algall (e 2paall 8 8380 daga ppudl
* Allows us to separate the services from the implementation.
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« Communication does not always use only two end systems; there are intermediate
systems that need only some layers, but not all layers.
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» Figure 2.1: A single-layer protocol
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Figure 2.2: A three-layer protocol
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2.1.2 Principles of Protocol Layering
Let us discuss two principles of protocol layering.

The first principle dictates that if we want bidirectional communication, we need to make
each layer so that it is able to perform two opposite tasks, one in each direction.
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E.g. the second layer needs to be able to encrypt and decrypt. The first layer needs to send
and receive mail.
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The second principle that we need to follow in protocol layering is that the two objects under
each layer at both sites should be identical.
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E.g. For example, the object under layer 3 at both sites should be a plaintext letter.
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2.1.3 Logical Connections

After following the above two principles, we can think about logical connection between each
layer
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Figure 2.3: Logical connection between peer layers
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As shown in Figure 2.3. This means that we have layer-to-layer communication.
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Maria and Ann can think that there is a logical (imaginary) connection at each layer through
which they can send the object created from that layer.

Agdal) ol (e 0 5135 i IS Sl ) peiSan LIDIA (e diida JS 3 (00 5) Aot A8Mle ollia o S&5 0l 5 L e

We will see that the concept of logical connection will help us better understand the task of
layering we encounter in data communication and networking.
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2-2 TCP/IP PROTOCOL SUITE

A protocol defines the rules that both the sender and receiver and all intermediate devices
need to follow to be able to communicate effectively.
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When communication is simple: we may need only one simple protocol.
oy JsS 519y dah aal g ) Ul 38 cad g dagus YLty Lenic
When the communication is complex: we need a protocol at each layer, or protocol layering.
JsSsisoll il dida JS 8 IS5l ) Aslas Gad cdine YLV Ladie

TCP/IP is a protocol suite (a set of protocols organized in different layers) used in the Internet
today.
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It is a hierarchical protocol: means that each upper level protocol is supported by the services
provided by one or more lower level protocols.
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Application I Layer 5
Transport I Layer 4
Network I Layer 3

Figure 2.4: Layers in the TCP/IP protocol suite
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a. The original TCP/IP protocol suite
Was defined as four software layers Built upon the hardware.
BoeaY) e iy lbaa ) il w )l oo e s /1P JLa¥) TCP <Y S 55 0 e sana
b. Today, TCP/IP is thought of as a five-layer model.
lisds aed 735038 5a TCP / IP aiay 5 ¢ il

2.2.1 Layered Architecture

To show how the layers in the TCP/IP protocol suite are involved in communication between
two hosts,

Ol (s SV ATCP /1P OV S 535 50 de gana 8 Gkl & L35 S ledaY

We assume that we want to use the suite in a small internet made up of three LANSs (links), each
with a link-layer switch. We also assume that the links are connected by one router
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2.2.1 Layered Architecture
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To show how the layers in the TCP/IP protocol works, we assume that we have following internet
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Source (A) Destination (B)
Application - - Application
Transport Router Transport
Network Switch : Network ¢ oiop Network
Data link Data link |:I Data link E - Data link :I Data link Data link
Physical Physical I—I Physical I: ] :I Physical [—I Physical Physical

Communication from A to B

___________________________________________ _>
. Router . =
A Link 1 Link 2 B

Link 3

2.2.2 Layers in the TCP/IP Protocol Suite

» To better understand the duties of each layer, we need to think about the logical
connections between layers. Figure 2.6 shows logical connections in our simple
internet
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» Figure 2.6: Logical connections between layers in TCP/IP
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The duty of the application, transport, The duty of the data-link and
And network layers is end-to-end. physical layers is hop-to-hop,
hop is a host or router.
Their domain of duty is the internet
Their domain of duty is the
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Figure 2.7: Identical objects in the TCP/IP protocol suite
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Figure 2.7: Identical objects in the TCP/IP protocol suite

Notes: We have not shown switches because they don’t change objects.
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2.2.3 Description of Each Layer
‘H:)u'roj){j L o LYl d 53 g0 g 2SI JR7)
Physical Layer:

The lowest layer is responsible for carrying individual bits in a frame across the link. The
communication is logical, because there is a hidden layer -transmission media-under the
physical layer.

il s Jii- Aie e lia Y ¢ ilaie L) Ll Y1 e SUa) 8 G il cay 35 e Ay esall A Gia ol o
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*Two devices are connected by a transmission medium (cable or air) which does not carry
bits, it carries electrical or optical signals.

At sl 5l A pgS ol LY ey 4l oy Jamy Y g3 (o 5d) 5F JiS) i Al 32k 00 il i 55
*bits received in a frame from the data-link layer are transformed by some kind of protocol
and sent through the transmission media, but we can think that the logical unit between
two physical layers in two devices is a bit.
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Data-link Layer

*The data-link layer is responsible for taking the datagram and encapsulates it in a packet
called a frame then moving it across the best link determined by the router.
s oyl ) Juadl e alis o5 ) cansi A a8 Gadli s bl Jakade 331 (e A g pasall oa Ll Lol ) diida e
A il Slea 8 (e
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The link can be a wired LAN with a link-layer switch, a wireless LAN, a wired WAN, or a
wireless WAN with different protocols used with any link type.
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There are no specific protocol for the data-link layer.
*Each link-layer protocol may provide a different service. Some link-layer protocols
provide complete error detection and correction, others just one.
bl Loy ) A8dall e J S 539 0 255 Y
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Network Layer:

sresponsible for host-to-host communication and routing the packet through possible
routes.
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we need this layer to separate tasks between different layers and because the routers
operate only in this layer which allows us to use fewer protocols on the routers.
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Includes the main protocol IP :

defines the format of the packet, called a datagram at the network layer.
A Al datagram e JSE daay
defines the format and the structure of addresses used in this layer.
Agdall oda A Aeddiiuall (g gliall JSa 5 JS5 2aay

*IP responsible for routing a packet from its source to its destination, through multiple
routers.
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*IP is a connectionless protocol that provides no flow control, no error control, and no
congestion control services.
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*The network layer also includes unicast (one-to-one) and multicast (one-to-many) routing
protocols. A routing protocol does not rout (it is the responsibility of IP), but it creates
forwarding tables for routers to help them in the process

a5 Y S 555 0 (LS ) 2 5) il (a5 I 2nl ) ) Lol Ao ke (paniay
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Some protocols that helps IP :
eInternet Control Message Protocol (ICMP) report some problems when routing a packet.
Ay daa i die JSUEA (amy 81 (ICMIP) i) aSad Al ) J S g9 50
eInternet Group Management Protocol (IGMP) helps in multitasking.
el 2223 ac by (IGMP) i) Sile gana 31} J S 539 50
eDynamic Host Configuration Protocol (DHCP) get the network-layer address for a host.
il 488 Zisks () iz e geaall (DHCP) (s )l Cisiaal) (155 J 5 555 5

eThe Address Resolution Protocol (ARP) helps IP to find the link-layer address of a host or a
router when its network-layer address is given.
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Transport Layer:

*The transport layer at the source host gets the message from the application layer,
encapsulates it in a transport-layer packet (called a segment or a user datagram ) and
sends it, through the logical connection, to the transport layer at the destination host. In
other words it is responsible for giving services to the application layer

Llade ol day pd anis) Jail) ddida da o padli cclipdal) did (e Al e Jiany jaadl Capadll i Jaill did
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logical connection at the transport layer is also end-to-end.
Ades ) Al Ll s Jaall dida i dihaie 48D

*why we need this layer? the reason is the separation of tasks and duties, and other
protocols available in this layer .
AduLl os GJLLW/ Y S 4T gl e L€ g cibin| gl g algal) G Juadll 98 cudd] g fddbl) o A gliad fiLat

*The main protocol, Transmission Control Protocol (TCP):
{(TCP) L)Yl aSaill J 8 635y ¢ ouuti )l J S 53550l
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«is a connection-oriented protocol that starts a logical connection between transport layers
at two hosts before transferring data.

il i J Cptamall Gualil) & Jail) A o dlaie d8e Tay of Juai Lga JsS5i5 0 58,

eprovides flow control (matching the sending data rate of the source host with the receiving

data rate of the destination host to prevent overwhelming the destination),
el g ol Cipaal) (e Aliinal) i) Jase g Hdeaall Capaall (e bl Jls ) Jane diildas) Gaxill 8 uSaill ji g

(a5l ALl

Error control (to guarantee that the segments arrive at the destination without error and
resending the corrupted ones) and congestion control to reduce the loss of segments due to
congestion in the network.
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Transport Layer (cont...) :
The other common protocol, User Datagram Protocol (UDP):

*is a connectionless protocol that transmits user datagrams without first creating a logical
connection.

bl o a Jas Al Jlail Gon JoS5i5 0 9 ((UDP) aadiceadl clily babada J€ g5 p ¢ AT & jidia J <505 30
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in UDP, each user datagram is an independent entity without being related to the previous
or the next one (the meaning of the term connectionless).

(2l Sl () 523 (Fima) 228N 1 Bl Juai () ) 50 Jiise LS 98 padiusal) by alade JS (UDP
*UDP is a simple protocol that does not provide flow, error, or congestion control.
A2V G aSatll s 3axi a5 Y das IS 555 58 UDP

*Its simplicity, which means small overhead, is attractive to an application program that
needs to send short messages and cannot afford the retransmission of the packets.

0o dus ¥V Bale) O sabaion ¥ 5 8 jpald Jilu ) Jlu )Y zling (53 gali ) Gnlail Alaas ¢ e (358 (Simy L il
el

A new protocol, Stream Control Transmission Protocol (SCTP)
is designed to respond to new applications that are emerging in the multimedia.

(SCTP) Juuy¥L oSl J oS 59 3 (3835 cnan J oS 539 0
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2.2.4 Encapsulation and Decapsulation
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One of the important concepts in protocol layering in the Internet is encapsulation/
Decapsulation. Figure 2.8 shows this concept for the small internet in Figure 2.5.

o seiall 138 2.8 JS prn gy Aliinall g i/ Caulicill g i iy b cilinla S 55 5 o Aalell aaaliall (e B2l
2.5 JS8 i 5 phm i

Note: because no encapsulation/Decapsulation occurs in link-layer switches.

We show the encapsulation in the source host, Decapsulation in the destination host, and
encapsulation and Decapsulation in the router.

. Header at transport layer

Legend Header at network layer
Header at data-link layer T Decapsulate

l Encapsulate

Source host Destination host

nsport- [Messagd
2r packet -

2.2.5 Addressing

It is worth mentioning another concept related to protocol layering in the Internet, addressing.
As we discussed before, we have logical communication between pairs of layers in this model.

il Joal i L) ¢(J (e L8 LSl g e Y1 3 ik J o8 555 0 (3lak 3T o site S ppaal (ya

Any communication that involves two parties needs two addresses: source address and
destination address.
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Although it looks as if we need five pairs of addresses, one pair per layer, we normally have

only four because the physical layer does not need addresses; the unit of data exchange at the

physical layer is a bit, which definitely cannot have an address.

Aaall ()Y L ey )l 5ol Lyl e JS a5 53 eslie (e rls 3 At () Al Ll o1 LS sa 4l (e a2 ) e
Olsie W 05 O (fan Y sl il 5 ce Q8 Giany dpalall ddadall o bl ol (e Bas 5 G slie rling Y Akl

Figure 2.9: Addressingin the TCP/IP protocol suite
Packet names Layers Addresses

Segment / User datagram Port numbers

Datagram Network layer Logical addresses
Frame Data-link layer I Link-layer addresses
Bits Physical layer

2.27
2.2.6 Multiplexing and Demultiplexing

Since the TCP/IP protocol suite uses several protocols at some layers, we can say that we have
multiplexing at the source and Demultiplexing at the destination.

Dbl i de sl Wl o s Of Wiy el (a8 Y S 535 530 2335 TCP / IP &Y 5S 55 0 e sanae Jia
Aea sl 4 Demultiplexing s

Multiplexing in this case means that a protocol at a layer can encapsulate a packet from
several next-higher layer protocols (one at a time).

G5 aal ) el Al dadall ¢V S 655 pmae e dde Cadad (e dida 8 J S 5ig  of e Al 28 ddeLias

(s
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Demultiplexing means that a protocol can decapsulate and deliver a packet to several next-
higher layer protocols (one at a time

g LY 8 Al Akl Y S gig sae ) A s g decapsulate oS JsSsisod) of S Demultiplexing
..\;\} k“_é} ‘53)

* Figure 2.10

« Shows the concept of multiplexing and Demultiplexing at the three upper layers. To
be able to multiplex and demultiplex, a protocol needs to have a field in its header to
identify to which protocol the encapsulated packets belong.

«demultiplex s 233 e 3,0l o5l L) SO cladall 4 Demultiplexing s 4e siiall o sgia ey o
Adlea o ) i JsS 555 0 gl M il Gl ) (A Jis bl J S 555 0 Al gl

» At the transport layer, either UDP or TCP can accept a message from several
application-layer protocols.

cclilatl) Adyds Y S5 g psae (e Al U5 Sy TCP 5l UDP W) il dla

» At the network layer, IP can accept a segment from TCP or a user datagram
from UDP. IP can also accept a packet from other protocols such as ICMP,
IGMP, and so on.

Js8 Ly (S UDP. [P (e padiasall cilily habaie ol ) () glail) ali (g o U5 1P oSy S0 dad b
IGMP <ICMP Jis (s A3 &Y S 555l (g da

» At the data-link layer, a frame may carry the payload coming from IP or
other protocols such as ARP

ARP Jie &Y S 555l e Wy ol 4 pSall 481l (e danldll A g Jaai 28 jUaY) 5 bl Jay )y diia &

Figure 2.10: Multiplexing and Demultiplexing

To be able to multiplex and demultiplex, a protocol needs to have a field in its header to
identify to which protocol the encapsulated packets belong.
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a. Multiplexing at source

2-3 OSI MODEL
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b. Demultiplexing at destination

A word we hear all the time when we talk about the Internet is protocol. A protocol defines
the rules that both the sender and receiver and all intermediate devices need to follow to be
able to communicate effectively. When communication is simple, we may need only one
simple protocol; when the communication is complex, we need a protocol at each layer, or
protocol layering.

Al 5 Jas yall (o SIS (e ) 8 JsS 5 30 a5 JsS 5Tl s V) e Caaai ladie Gy JS 8 Lgrans AlS
o a3 it sy VLY Laie o JS5 ol g3 e 5,008 ¢y oS0 Al rin A 51 8 321 ven
ISl clida o ik JS 8 J S g ) ) dalay e cdine yue 300 Leie Jasa J oS 5 50 dah sl

Figure 2.11: The OSI model
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(Transmitted Ledbu ) ol jall cla slaall s g5 (Physical Layer) dada s &1 a0 sa J8Ul Jas gl (S o) As
«ulis (Digital Encoding) 3oLy JS& 5 J8LN Jas o)) conli ASLLY o) 48 g ) 4l 1S @l jLE) I Data)

a8l e hasi yall jleall (Physical Address) ok o) sie elac) 4iiida o5 (Data Link) 4t dakl)
Dtead lualuill o8 L dguadis (Kay 5 403D e Slead) (S iy iy ¥ i Ay o) giall 138 Sliag
(.Serial No) s siall

Gl slaall aSlis G oSy (Best Path) ik Juadl lial eiids 8 (Network Layer) 4y 46k
Ol sie paaty Adal) 038 o 581 LS| (3 5k Juzaily (Destination) 2 saiall Cargll Juai <13l yall
) Al G sty a8 511 138 5 Sliaall (g 5180 o8 5 4nd g8 5 <o) LU (Logical Address) sssie

Transmission Control Protocol ) L (ue s Caial (Transmission Layer) 4l Adall

O GEY) oy S Sla glaall g5 Jae Janiay TCP JsS 555 User Datagram Protocol “UDP) 5 ("“TCP
O e shaall Jl ) AT aaa 3 dadall 38 (Window Size) <blad) Ji dulee JNA il y¥) s e 5kl
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2.3.1 OSI versus TCP/IP

When we compare the two models, we find that two layers, session and presentation, are
missing from the TCP/IP protocol suite. These two layers were not added to the TCP/IP
protocol suite after the publication of the OSI model. The application layer in the suite is

usually considered to be the combination of three layers in the OSI model, as shown in Figure
2.12.
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Figure 2.12: TCP/IP and OSI model
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2.3.2 Lack of OSI Model’s Success

The OSI model appeared after the TCP/IP protocol suite. Most experts were at first excited
and thought that the TCP/IP protocol would be fully replaced by the OSI model. This did
not happen for several reasons, but we describe only three, which are agreed upon by all
experts in the field.
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1. OSI was completed when TCP/IP was fully in place. Changing it would cost a lot.
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2. Some layers in the OSI model were never fully defined. For example, although the services
provided by the presentation and the session layers were listed in the document, actual
protocols for these two layers were not fully defined, nor were they fully described, and the
corresponding software was not fully developed.
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3. When OSI was implemented by an organization in a different application, it did not show a
high enough level of performance to entice the Internet authority to switch from the TCP/IP
protocol suite to the OSI model.
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